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Introduction

Question 1: 
Where is my employee scheduling data physically located?

Question 2: 
How safe, physically, is my employee scheduling data?

Question 3: 
How safe, electronically, is my employee scheduling data?

Question 4: 
Will my employee scheduling data be backed up?

Question 5: 
Is it safe for my scheduling data to travel over the Internet?

Question 6: 
Will I always be able to gain access to my schedules?

Question 7: 
Will the online employee scheduling provider be able to stay 

in business?

Question 8: 
Will the employee scheduling application run efficiently on 

my equipment?

Question 9: 
How will the online scheduling provider prevent other customers 

from gaining access to my data?

Question 10: 
How do my schedulers and employees get into the system?

Question 11: 
Can I integrate the online employee scheduling application 

with other internal applications?

Question 12: 
Is the online employee scheduling application scalable?

Learn more
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Subscribing to an online employee scheduling application has many advantages

over purchasing the application outright and installing it on your equipment (no

large up-front purchasing cost, no installation fee, no upgrade fees, no hardware

to purchase, very little IT support, etc.).  However, because your data is stored

off-site and all access to the data occurs over the Internet, there are reliability

and security concerns (the employee scheduling application becomes unavailable

at the vendor’s site, loss of scheduling data by the vendor, theft of data by competitors,

loss of privacy of confidential data through compromised security, etc.) that must

be addressed prior to entering into a service level agreement with an online

employee scheduling provider.  

This paper presents a checklist of essential reliability and security

issues that should be addressed before selecting an online employee

scheduling provider. The ScheduleSource response to each item

on the checklist is included in the discussion of the item.
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If  the online employee scheduling provider is running the application from a

major co-location vendor, then your data is protected by security measures of

the co-location vendor. This is why it is important that the co-location vendor

have documented security measures in place and visible from their web site.

The worst case scenario is that the application provider is avoiding the cost of

co-location by running the application on a server located in a non-secure

site, such as underneath an employee’s desk.     

ScheduleSource houses all data on physically secure servers in locked

cages located at Inflow, (www.inflow.com), a major co-location vendor.

Inflow offers customers an outsourced alternative that is secure, redundant

and fully managed. Core services include co-location, network management

and managed security services.

Is my employee scheduling data in a physically secure environment?

Question 2

The building should have restricted access through a locked reception area

and physical identification should include the surrender of a driver’s license

and a sign in register to record any visit to the data center.  In addition, the

servers should be stored in locked cages behind locked doors controlled 24x7

by the network operations center (NOC.)  The physical security of your data

should also be supported by application uptime services. These services include

multiple power grids, multiple external power generators, multiple Tier 1 legs 

to the Internet, the conversion from AC to DC and then back to AC to remove

electrical surges and spikes, and a non-liquid fire suppression system.

“A secure infrastructure is key to a successful business. With the rapidly

changing world of network security and the ever-increasing incidents of hackers,

worms, viruses, employee sabotage and more, you need the best security pos-

sible to protect your organization.

What measures should be in place to protect my employee 
scheduling data?
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Question 2, continued

It takes more than a firewall. Companies need experts who are certified and

highly trained in the latest network security products and services. Experts 

who know how to build a solution that best protects networks, and who are

available 24-hours a day, seven days a week. Inflow provides a team that is

focused and highly skilled at delivering unsurpassed service and first-class

security to its organization." – from www.inflow.com.

Inflow also provides 24x7 monitored restricted access points, locked cages 

for the ScheduleSource servers, video camera monitoring of the building, a

100% guaranteed uptime to the ScheduleSource servers, flexible bandwidth

based upon demand, sensitive smoke detectors throughout the facility with non-

liquid fire suppression, two independent power generators besides two inde-

pendent power grids, and an AC to DC to AC conversion to eliminate surges

and spikes in the electrical system.

What measures should be in place to protect my employee 
scheduling data?

Question 3

The employee scheduling data should be stored in co-location facilities that

offer 24x7 managed firewalls to keep the data safe from competitors and

hackers. In addition, the employee scheduling application should have internal

security measures in place that monitor and protect customer data from being

electronically compromised or stolen.

All ScheduleSource data is located behind an on-site firewall that is managed

24x7 for security purposes.  In addition, ScheduleSource has internal

security measures in place the continually monitor access to the application.

How safe, electronically, is my employee scheduling data?
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Question 4

Your data can be lost forever if the online employee scheduling provider does

not have regularly scheduled daily backups in place as well as incremental

backups at regular intervals throughout the day. A comprehensive backup

plan allows your data to be restored if the provider’s application fails or a

hardware failure causes irreparable damage to your data. You should make

sure that the data is backed up at frequent intervals so it can be restored with

a minimum loss of data. The backup tapes should be stored offsite and you

should be clearly identified as the legal owner of all the scheduling data that

you have entered into the application.  In addition, you should be able to

download your employee scheduling data to your equipment for secondary

backup purposes. Ask the vendor to provide details on how you can backup

the data on your computer.

Each ScheduleSource customer has their data backed up every day with

incremental backups every four hours throughout the day. These backups are

stored on multiple systems (including tape) for redundancy in both storage

device and geographic location (on-site / off-site). In addition, the customer is

the owner of all scheduling data that they have entered. Their data may be

downloaded  to their PC in a format that can be read by spreadsheet or data-

base programs for a local copy of their schedules..

Can my employee scheduling data be lost?

Question 5

All communication to and from any online scheduling application should be

encrypted through Secure Sockets Layer (SSL).  If the vendor is using

SSL, then the web address needed to access the online application will begin

with HTTPS. In addition, a locked lock icon will appear in the web browser

frame.  If the online employee scheduling provider isn't using encryption, the

privacy of your data is at risk.  

ScheduleSource delivers fully encrypted Web pages to each customer

using Secure Sockets Layer (SSL).

Is my employee scheduling data safe traveling across the Internet?
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Question 6

While no online employee scheduling provider can guarantee that a customer

will always be able to access the application, they can take steps to guarantee

a high percentage of up-time.  

Inflow provides multiple power grids, external auxiliary power generators,

multiple high speed connections to the Internet, 24 x7 managed servers, and

failsafe server load balancing that allows ScheduleSource to guarantee

99% monthly uptime to its customers.

Will I always be able to gain access to my schedules?

Question 7

In choosing an online employee scheduling provider, one should carefully 

consider the past record of the provider.  

• How long have they been in business? 

• Are they new to the market?  

• Do they have a large customer base of established companies? 

• Does the price seem reasonable, or too cheap to meet the cost of 

adequate service? 

• Do their claims seem reasonable? 

These are factors that will indicate if the provider will be able to provide the 

service year after year. The last thing you want to happen is the provider closes

up shop in the middle of the night leaving you and your employees without

access to your schedules.

Available since 1999, ScheduleSource was the first employee scheduling 

application on the Internet. We have established a large base of customers 

who provide repeat business through our subscription model. The customer

base continues to grow at a steady pace and the number of successfully

scheduled shifts exceeds 35 million.  The ScheduleSource subscription

cost provides the level of service described in this paper

Will the online employee scheduling provider be able to 
stay in business?
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Question 8

Nothing is more frustrating than sitting and waiting for a response from an online

employee scheduling application. Slow response time can be caused by ineffi-

cient programming, only one or two gateways to the Internet, or slow access

time caused by a limited delivery system. When searching for an online

employee scheduling provider, you should ask about the delivery of the appli-

cation. Is it running on a fast T1 line or, is it accessed through a slower DSL line

or, worse yet, a dial up modem?  Any online employee scheduling application

under consideration should be running on a T1 line to provide adequate

response time. In addition, the employee scheduling application provider should

have access to multiple gateways to the Internet and they should be monitoring

the gateways to always deliver the fastest access to the customer.  

The ScheduleSource employee scheduling application is accessed from 

a T1 line and with access to 5 Tier 1 Internet providers.  It is monitored 24x7

to always provide the customer with the fastest access time.  In addition,

ScheduleSource was developed using efficient and fast source code that

allows ScheduleSource achieve high performance, even over dial-up access.

Will the employee scheduling application run efficiently 
on my equipment?

Question 9

Your data can be at risk if application provider does not build logical fences

between the data sets.  

ScheduleSource logically separates each customer’s data with the appli-

cation code handling the customer’s data isolation.

Can other customers of the application provider see my data?
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Question 11

Online employee scheduling applications reside offsite and are delivered to the

customer over the Internet.  Integrating the employee scheduling application

with onsite customer applications can be challenging.  Fortunately, the emer-

gence of XML as the standard for integrating and sharing data with different

applications over the Internet makes it easy to securely pass data between

onsite and offsite applications. An acceptable online employee scheduling will

be able to give XML access to the customer’s employee schedules for integra-

tion with internal applications.

ScheduleSource has an API developed that uses XML to allow customers

to integrate employee schedules with other enterprise applications

Can I integrate the online employee scheduling application with
my other internal applications, such as payroll?

Question 10

A data security model for online employee scheduling should not allow users

into the application unless they can pass multiple layers of authentication. In

addition, different levels of access should be available to differentiate between

authorized users. 

Access to a ScheduleSource customer account requires a business code, 

a user name and a password. The scheduler with administrative privilege can

also set different levels of access to ScheduleSource. For example, one

scheduler may only have access to the Employee section of ScheduleSource

while another may have access to both the Employee section and the

Reports section, but neither have access to the Schedule section.

Will unauthorized persons gain access to the online employee
scheduling application?
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Question 12

Will the employee scheduling application be able to accommodate future

growth in the customer base and still maintain the same level of service to

existing customers?  For example, what happens if the provider gathers

another 5,000 employees to schedule?  Will the application still perform 

efficiently for existing customers?  These concerns are mitigated by having

the application running on a server cluster of multiple machines with 24x7

managed load-balancing across the cluster. This approach allows exceptional

service efficiency to be maintained, even with rapid growth in the customer

base, by simply adding additional servers to the cluster. 

ScheduleSource maintains a server cluster with multiple servers responding

to a load balancer that is constantly monitoring the cluster for the server that

is "least busy."  ScheduleSource has been able to scale from accounts

with less than 10 employee to accounts with over 1600 employees with no

degradation in the level of service to other customers.

Is the online employee scheduling application scalable?

" ScheduleSource

was the first 

online employee 

scheduling 

application 

and has been 

collecting a large 

base of established 

customers since 1999.

The customer 

base continues 

to grow at a 

steady pace 

and the number 

of successfully 

scheduled shifts

exceeds 

30 million."

Learn more

Contact us now to learn how ScheduleSource can help you begin realizing immediate

returns on your investment.

Call us at 1.800.340.0763 or visit us at www.schedulesource.com.

Our friendly, knowledgeable staff will be happy to answer your questions in minute detail.

Indeed, our passion is helping executives and managers alike achieve success through

workforce optimization.


